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PREFERRED  [NDEPENDENT VERIFICATION

RELIABIL

R e 1Y AND VALIDATION OF EMBEDDED
SOFTWARE

Practice:

To produce high quality, reliable software, use Independent Verification and Validation (IV&V)
in an independent, systematic evaluation process throughout the software life cycle. Using the
IV&V process; locate, identify, and correct software problems and errors early in the
development cycle.

Benefit:

The use of IV&V processes ensures that computer software is developed in accordance with
original specifications, that the software performs the functions satisfactorily in the operational
mission environment for which it was designed, and that it does not perform unintended
functions. Identification and correction of errors early in the development cycle are less costly
than identification and correction of errors in later phases, and the quality and reliability of
software are significantly improved.

Center to Contact for More Information:

Marshall Space Flight Center (MSFC)

Programs That Certified Usage

Apollo Launch Vehicles and Engines, and Space Shuttle Elements, Payloads, and Experiments.

Implementation:

Independent verification and validation is defined as a series of technical and management
activities performed by someone other than the developer of a system to improve the quality and
reliability of that system and to assure that the delivered product satisfies the user’s operational
needs.Verificationis an iterative process aimed at determining whether the product of each step
in the development cycle (a) fulfills all of the requirements levied on it by the previous step and
(b) is internally complete, consistent, and correct enough to support the

next phaseValidationis the process of executing the software to exerci s — — ————

the hardware, and comparing the results to the required performance. MARSHALL
Embedded software is software that is designed to execute in a SP'%CEE,\I';LE'SHT
computational device to control or perform a specific process in support of

an end item. End item examples include payloads, vehicles, experiments,
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flight avionics, ground support equipment, and other mission support activities such as mission,
payload, and science operations. It could also be incorporated into laboratory experiments or
simulations such as training, verification, or breadboard simulators. Embedded software is not
used for general purpose computing applications. Some of the technical and management
activities included in IV&V for embedded software are: requirements analysis and tracing; peer
reviews; status monitoring and reporting; walk-throughs; dynamic analysis; simulations; risk
analysis; code inspection; software library maintenance; audits; and IV&V testing using software
analysis tools. These activities come into play during the various phases of the software
development life cycle, and are usually documented in a family of reports as shown on Figure 1.
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Figure 1. Synchronizing IV&V with the Software Development Life Cycle
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Although the IV&V is generally concurrent with the software developer’s life cycle phases, the

completion of the IV&V corresponding phases lags the completion of the software development

phase slightly as shown on Figure 1. Typical key IV&YV functions that are performed in each
phase are summarized as follows:

1.

Concept Analysis Phadeocumentation that is produced in the software
development conceptual phase is independently evaluated. These documents include
the statement of work, advanced planning reports, project initiation descriptions, and
feasibility study reports. The allocation of functions to hardware and software
elements, and the criticality of each software element are assessed.

Requirements Analysis PhasBoftware requirements are verified through

independent derivation of requirements, comparison to standard reference systems,
functional simulations, and timing and sizing analysis. A software requirements
traceability analysis and a software interface analysis are performed. A system test
plan is developed, and acceptance test requirements are established. IV&V software
is designed, and requirements analysis phase reports are prepared.

Design Analysis PhasA:number of techniques are used to verify the satisfaction of
software requirements. These techniques include correlation of traceability between
design elements, functional simulations, independent derivation of equations and
algorithms, comparison with standard references and models, analysis of interfaces,
and identification and development of a software test program. Design analysis
techniques to be used for any particular function are dependent on the nature of the
function (such as filtering, display output, and device interfacing). For example,
logic analysis techniques are appropriate for executive control functions while
mathematical methods are better suited for numerical functions. The proposed
design of each software function is verified by using the selected method to
determine the extent to which it satisfies the corresponding software requirements.
Control logic is similarly verified to ensure proper interaction between software
functions.

Implementation Analysis Phadauring this IV&V phase, two parallel activities are
performed: (1) coding analysis and (2) testing. Coding analysis includes version
comparison, textual and syntactical analysis, standards auditing, equation
reconstruction, data structure analysis, flow charting, logic reconstruction, manual
code inspection, traceability analysis, interface analysis, and database analysis.
Software tools are employed to automate many of these program analysis
technigues. They are used to help identify actual or potential errors in the developed
code, and to reformat and consolidate information to facilitate manual analysis,




PRACTICE NO. PD-ED-1228
PAGE 4 OF 6

INDEPENDENT VERIFICATION AND VALIDATION OF
EMBEDDED SOFTWARE

software tools present a reliable, cost-effective means to supplement manual
program analysis techniques. To maximize the visibility of software development
guality, coding analysis is performed in parallel with code development. Coding
analysis is achieved by analyzing the incremental code deliveries and modifications
introduced in the updated program versions. Testing analysis includes the
application of independent tests performed to determine compliance with software
and system requirements. Component testing and interface testing are planned for
both nominal and extreme conditions within the required performance limits.

5. Independent Verification and Validation Ph&Simulation, testing, inspection and
computer-aided software verification and validation are performed during this phase.
Problem reports are prepared which identify anomalies in formal documentation,
source code analysis, software database analysis, and the software developer’s test
results. Component test results and interface test results are documented.

6. System Integration Analysis Pha3ée credibility of the system in its operational
environment is established in this phase. In this phase, the final results of the
software development effort are evaluated after the software has been fully tested in
IV&V, and all problems and discrepancies have been corrected. During this IV&V
phase, integration, system, and acceptance tests are performed in a serial fashion to
validate the software.

7. Operational and Maintenance Analysis Phabe: validated system is placed under
configuration control during installation, checkout, operation, and maintenance.
IV&V functions during the operation and maintenance analysis phase include
monitoring problems reported and ensuring that they are resolved according to
established configuration management procedures. Outputs of this phase are IV&V
problem reports, installation and checkout reports, configuration management
reports, and flight software problem reports.

Technical Rationale:

IV&V has proven to be a necessary function for software projects of all sizes, but is
particularly important in large, critical software packages. Althougletrgof IV&V
performed will be proportional to project size, its performance in embedded flight
software projects is widely considered to be mandatory.
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Impact of Nonpractice:

Failure to perform V&YV for software projects could result in software system
weaknesses, performance of unintentional functions, and failure of the system and the
mission. Anything less than a methodical, systematic rigorous treatment of V&V could
cause loss of mission, life, and valuable resources.
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